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The genesis -

Let's do something

but we don’t know what...

To find something

But we don’t know what... .



Sysdiagnose Analysis Framework (SAF)
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https://github.com/EC-DIGIT-CSIRC/sysdiagnose
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« 10S companion app  DWP application (self-service) )
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* Fallback to traditional methods

« Keep an eye on commercial products and Apple proving API function
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Overview of the architecture ] colesion
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Thank you

Source code:

« Sysdiagnose Analysis Framework (SAF): https://github.com/EC-DIGIT-CSIRC/sysdiagnose
« Splunk Technical Add-On: https://github.com/EC-DIGIT-CSIRC/ec _diqit _saf ta

Christophe Vandeplas David Durvaux Dario Borreguero Rincon

@cvandeplas @ddurvaux @darizotas

christophe.vandeplas@ext.ec.europa.eu david.durvaux@ec.europa.eu dario.borreguero-rincon@ec.europa.eu
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Collection

IOS companion app

10S App, pushed automatically by MDM
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User Instructions

Your phone might need a security check if you come
back from a mission to a sensitive country, or notice

« Generating sysdiagnose that:

- It crashes or acts weirdly
- Battery drains unusually fast
. Sharing Sysdiagnose through App - You receive suspicious messages
- Your camera doesn't work sometimes
- A new contact or app appears

Monitors for sysdiagnose file creation & completion

1. Start diagnostic collection

U ploads tO server This will collect privacy respecting system diagnostics.

It does NOT collect personal info such as emails, text
messages, contacts, photos, ...

L|StS I’eports For assistance, reach out to a proximity team.

Start now
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